IIpopuirakTHKa MNpecTyI/IeHHH, COBEpIIAeMbIX ¢ HCIOJIb30BAHHEM
MH()OPMALHOHHO-KOMMYHHUKALMOHHBIX TeXHOJIOI Hil.

Pa3BuTie coBpeMEHHOro oOIECTBa, OCHOBAHHOTO Ha HCIOJIb30BaHMH
OTPOMHOT0 MaccHBa pa3HO00pa3HON HHGOPMalHH, HEMBICIUMO 0€3 MIHPOKOIo
BHEPCHUs KOMIIBIOTEPHOH TEXHHUKH.

OHa ciayXuT Ui XpaHeHUss 1 00paboTKH MHPOPMALIMH, HCIOIB3YEeTCsA Kak
CPEICTBO CBSI3M U KOMMYHHUKALUIA.

3a noceaHue 4 roJa Npou30LIeT pe3KHil POCT NPeCcTYIIEHH, COBEPIIEHHBIX
C MpUMeHeHHeM HH(POPMALOHHO-KOMMYHHKALHOHHBIX TEXHOJIOTHI MK B chepe

KOMIIBIOTEpHOM HHpopMauun — Oonee, 4eM B 6 pa3. bosee 10J0BUHEL
IPECTYIJIEHHI COBEPIIEHO C HCIONb30BaHUeM ceTU «MHTepHET», 3HAUMTENIBHOE
KOJIMYECTBO — C TPUMEHEHHeM CpEICTB MOOMIIBHOM CBS3HM, pacyeTHBIX

(nIacTUKOBBIX) KapT.

K coumansHbIM npuyrHaM pocta npectynHocTH B chepe MKT otHocHTCS:

- BceoOImas KOMITBIOTEpU3aLUs, KOTOpas co3JaeT HeOOXOAUMYIO Cpely IS
JEATEIBHOCTH KOMITBIOTEPHBIX MPECTYITHUKOB;

- MPOTHBOPEUHS MEXKAY MOTPeOHOCTSIMH HACEIeHUS U BO3MOXKHOCTBIO HX
YIIOBJIETBOPEHU JIErAJIBHBIMH CIIOCO0AMH B CHITY HU3KOIO YPOBHS JKH3HH,

- JIETKOMBICJIEHHOE OTHOIIEHHE POCCHUHCKOro o0liecTBa K KOMIIBIOTEPHOM
IPECTYITHOCTH;

- IOBEPUMBOCTD I'PaXJjaH IPH OHJIAIH-TIOKYIKE TOBApOB U YCIyT (ormiara 10
MX TOJIyUeHUs, 0OCOOCHHO Yepe3 MHTEPHET-KOIIENEK, & He Yepe3 pacyeTHbIH CyeT
OaHKa, TOMOIIL II0 OOBSABIEHHSAM OT OJAroTBOPUTENBHBIX OpraHM3aluil yepes
CalTEI-1y0JIephl CO CTOPOHHUMH PEeKBHU3UTAMMU /IS [IEPEUNCIIEHHS [IEHET).

[MpopunakTuka OcOOeHHO BaKHA B OTHOLIEHHMHM HECOBEPLIEHHOJETHHX
noje3oBarejieii cetu «MHTepHEeT». YUUTBIBas, 4YTO 3HAYMUTENBHYIO TPYIITY JIHL,
COBEpIIAIOLINX MPEeCTYIUIEHUsA B CeTH MIHTEpHET, COCTaB/IAIOT paHee HE CyAHMBIe
yJaluecs, B TOM YHC/I€ U HECOBEPIIEHHOJIETHHE, C LIEJIbI0 NMPO(UIaKTHYECKOTO
BO3J€lCTBHS Ha HUX HEOOXOIUMO MPOBOAMTE NPOQUIAKTUYECKUE MEPOIIPUATHS B
IIKOJIAX, BEICIIUX Y4eOHBIX 3aBeIeHUSX, IyOJIMKOBATh CTATBU Ha 3Ty TEMY.

AHaJIu3 JaHHBIX YTOJIOBHO-TIPABOBOM CTAaTHCTHKH CBUIETELCTBYET O POCTE
Yucia TaKUX [PECTYIHbIX AesTHUMN.

Tak, 3a 2020 rog Ha Teppuropruy MypmaHCKOH 06J1acTH ¢ HCIIOJIb30BaHHEM
MH(pOPMALIMOHHO-TEJIEKOMMYHHKALIMOHHBIX TEXHOJIOrUi cosepuieHo Gonee 4200
npecTymieHuid, yto Ha 75% Oonbme, yem B 2019 roxy. M3 Hux 2189 — 3T0
MOIIIEeHHUYeCTBa, COBEPIICHHBIE, B TOM YHCIIE C HCIIOJIb30BAaHHEM 3JIEKTPOHHBIX
CpeICTB IUIaTeXa U B cdepe KOMIBIOTEPHON HHMOPMaLHH.

Tonbko 3a AHBaphb TEKYLIEro rojia KepTBaMH JAEHCTBYIOLIMX AUCTAHLIMOHHO
3JI0YMBIIIIEHHUKOB cTayIk 308 XKuTeael peruoHa.

K Hanbonee THUMUYHEIM crocobaM COBEPLIEHMS TMIPECTYIUIEHHH ¢
MCIIONIb30BaHHEM HWH(GOPMaLMOHHO-TEJIEKOMMYHHKAaMOHHBIX TEXHOIOIHH MOXKHO
OTHECTH CJIeJlyIOLIHE.



3NMOYMBIIIEHHAKA 3BOHAT Tpax[aHaM, MPEACTaBIAsCh COTPYAHHKAMH
GaHKOB, HA3KIBAs X TI0 HMEHH, OTYECTBY, NIPOCAT COOOIIUTD AaHHbIE OAHKOBCKMX
kapt (Homep, CVC(CVYV), PIN-kozael H T.I.) JUIA TPefOTBpAIleHUs SKOOBI
HECAHKIIMOHUPOBAHHOIO CIMCAHUSA JEHEKHBIX CPE/ICTB 6o odopmiieHus
kpenuTa. Mcronp3ys 3TH CBEICHHSA, MOJTy4qaloT yIOaJeHHBIA JOCTYNl K JTHYHOMY
KaOuHeTy KIMeHTa 0aHKa U MEpeBOJAT ACHBIH 6e3 Begoma cobcTBeHHMKa. IIpu
3TOM, TPECTYMHUKM MOTYT MCIIOb30BaTh MPOrpaMMBbl IOAMEHEI Tene(OHHEIX
HOMEpPOB, B CBA3U C YeM HOMEP RXOJISIIIEr0 3BOHKA OIpenenAeTCa Y KIHCHTA KaK
HOMep GaHka. 3a4acTyio BBEJICHHbIE B 3a0Ty)XIeHHE rpakiaHe cami NepeBOAAT
JIeHe KHBIE CPEACTBA Ha CYETa, YKa3aHHbIe MOLUCHHUKAMH.

PacripocTpaHeHbl XHINEHHS C HMCIONB30BAHMEM IPECTYNMHHKAMH CEpBHCA
«Avitoy. BBojsl rpakJaHuHa B 3a0iTy)KACHUES OTHOCHTEIIBHO CBOCTO HaMEPCHHA
npuobpecTd MIM  NpoAare TOBap, B XOIe Tesie(OHHBIX ~ pasroBOPOB
3MOYMBIIIEHHAKY Y3HAIOT PEKBM3MThl OaHKOBCKOW KapThl IOTCPICBIICTO, MpH
[IOMOILY KOTOPBIX CIIHCBHIBAIOT JCHEKHBIE CPEACTBA CO CHETA. B psne ciay4aes
npearaeTcs mepeifTi 1Mo cChUIKaM JUls MepeBo/ia IEHEKHBIX CPE/ICTB, MOCIIC HEr'o
«IpOJiaBel» He MPeJOCTaBIAET OMIaueHHBIH TOBap U HE BRIXOAUT Ha CBA3D.

Kpome 9TOro, NpeCTYNMHUKA MacCOBO pacChUIAIOT SMS-coo01eHH
cledyloliero comepanus: «Baima xapra 3a0lOKMpOBaHa. Jnsa pa3010KMPOBKH
HeoOX0IMMO MMO3BOHUTH 10 HOMEpY...». DOJBIIMHCTBO IpakKiaH, BMECTO TOTO,
yToGBI Cpasy 0OpaTUTHCs B CBOM OaHK /ULl IPOBEPKH nocTynuBLIel HHGOpMALIUH,
repe3BaHUBAIOT 0 YKa3aHHOMY B SMS-coo0IieHHH HOMEpPY M B XOJ¢ pa3roopa
mepeslaloT 370yMBIIUIEHHUKaM HHQOPMALHIo O OaHKOBCKHUX PEKBH3HTaX, MOCIEC
Yero OCYIIECTBJIAETCS HE3aKOHHOe CIHCaHUE [EHEXKHBIX CPE/ICTB. 3auacTyro
rpaxJaHe caMH IMepeBOJAT [JCHEKHBIE CPE/CTBA Ha yKa3aHHbIC IpeCcTyNHUKAMU
«alMIIEHHBIey cdyeTa AKoObl it MX coxpaHeHns. DaKTHYECKH ACHCKHBIC
cpelcTBa BLIOBIBAIOT M3 3aKOHHOTO BIIAACHHMSA, W coOCTBEHHUK HE HMMEET K HUM
JOCTYTIA.

XHIIEHHS JEHEeXKHBIX CPeACTB Yy Tpax[IaH COBEPIIAIOTCS TAKXKE IYTCM
HarpapieHuss SMS-cooOlieHnii O BBIMIPBIIIE, JJIA  MOJIY4CHHA KOTOpOI'o
HEOGXOIMMO IepeBecTH JICHEKHbIe CPeICTBA HA YKa3aHHBIA aOOHEHTCKUH HOMEP.

PacnpoctpaneHsl  (akTel, ~ KOrja — HPECTYyNHUKH  IPEACTABIIAIOTCA
POICTBEHHUKAMH JINGO 3HAKOMBIMU MOTEPIEBIIMX, pacCKasblBAIOT, YTO IoNa B
Becey (CTanM BUHOBHHKOM JIOPOXKHO-TPAHCIIOPTHOTO MPOUCIICCTBUA, 3a/1pKaHbI
COTPYAHUKAMH IOJIUIHH, CPOYHO TpeOyIOTCA AeHbIH Ha ONEPalHIo U T.I.) U IPOCAT
peI0OCTaBUTh MM JICHEIKHBIC CPEICTBA.

3/0yMBIILIEHHUKH ~ B3/IaMBIBAIOT ~ OJIEKTPOHHYIO  IOYTY, AKKAyHTBl B
COLMATBHBIX CeTSX, MOCJIe Yero OT HMEHHM I0JIb30BaTells pacChlIaloT rpaxaaHaM,
CBeleHHs O KOTOPBIX MMEIOTCS B KOHTaKTaX JaHHOro JHMa, npocs0Bl 0 3aiime
[IeHEeXKHBIX CPEJCTB. B pesynpTare IeHbIH MOCTYNAIOT Ha CYCT MOIICHHUKA.

UroGbpl He cTaTh JKePTBOH NpECTYNHHKOB, HEOOXOAMMO  CJe0BaTh
oIpeeIeHHBIM IIpaBUiIaM:

1. Ecou mostyyeH 3BOHOK WJIM cooOlueHue B COLMANTBHOM CETH ¢ MPOChOOoi 0
CPOYHOM JEHeXKHOH MOMOWM Ui 3HAKOMOTO WIIM POJACTBEHHHMKA, HE CTOUT



NpUHUMATE peleHne cpasy. HeobxoauMo MpoBepUTE MOTYHEHHYIO MH(}OpMALHIO,
CBSI3aBIIKMCH CO CBOUMHU POAHBIMHM U 3HAKOMBIMH.

2. Hukora 1 HUKOMY He coobmiaiiTe TpEX3HauHBIH KO/ Ha o0paTHOii CTOpOHE
Bameii 6ankoBckoii kapthl (CVV), 3T0 K104 K BauM A€HBraM.

3. Hesp3si cOOOIIATh HIKOMY JIMUHBIE CBEJ@HNS, aHHble OaHKOBCKUX KapT U
CMC-I1apoii, KOTOpble MOryT OBbITH MCIOJB30BAHBI 3MOYMBIILICHHIKAMIT A
HENpaBOMEPHBIX JEHCTBHH.

4. Ecu no Tenedpony Bac mpocsT HaGpaTh KOMOMHALIMIO urdp B OaHKOMaTe,
npekparute pasrosop. Hukorna He BBLINOJIHSANTE AeHcTBHA ¢ OAaHKOMAaTOM «IOJ
IUKTOBKY» IPYroro 4eJioBeKa.

Heo6X0aUMMO ITOMHHUTB, YTO 3JIOYMBIIUIEHHHKH MOIYT [pPEACTaBHTHCA
coTpyaHMKamMu  OaHka, [PaBOOXPaHUTETBHOTO opraHa,  yupexJIeHH:
37paBOOXpaHeHust U oOpamarbess K Bam no UMEHM M OTHECTBY. O/HaKO TOJIBKO
MOIIEHHUKH Oy/IyT IPOCHTH COOOIINTE PEKBU3UTEI GAHKOBCKOH KapThbl, CMC-TIapo/ib
(xon), CVV-kox Bameil kKapTbl. B KaX/10M TakoM CIydae HEO0OXOAMMO 3aBEPIIUTD
pasrosop.

CoTpyAHUKH OaHKa Tak)Ke He [pe/ularaoT:

- YCTAHOBUTH IPOTPaMMbl YIAJEHHOrO JOCTYIa (MMH  CTOPOHHHME
PUIOXKEHHs) HA MOOMIIbHOE YCTPOHCTBO M PaspelluTh MOAKIIOUCHHC K HUM T0[
TpeJIoTOM TEXHHYECKOH MOIIEPHKKH (nampuMmep, And yIaleHUs BUPYCOB C
MOOHIBHOIO YCTPOHCTBA);

- NIEPEBECTHU JIEHEXKHBIC CPECTBA Ha «3AIIUIICHHBIA CYET»;

- BKJIOUHTH Tepeajipecallio Ha TelepoHe KIMEHTa Ul COBCPIICHHA B
Ja/bHelIIeM 3BOHKA OT ero MMEHH B OaHK.

Eciu Bl cTaqd XepTBOil IpecTyNMHMKa, HEOOXOAMMO He3aMeUTTENbHO
OGPAaTHTBCSA B OPraHbl BHYyTPEHHHMX A€/ C COOTBETCTBYIOIINM 3a5BICHUEM JIMHHO
160 mo3BoHUTH 1o Teaedonam 102 wan 112. B 3asBIeHUH CIEAYET MaKCHMAIILHO
10po6GHO paccKasaTh O BCEX 0OCTOATEIBCTBAX cobelTusA. Takxke cieLyeT MPUHATE
Mepbl K 6JI0KMpOBKe OAHKOBCKOH KapThl.



Hukomy HE COOBLUAWUTE pekBu3uThI CBOMX 6aHKOBCKUX KapT

HE OBLUAWTECb no TenecdoHy ¢ nuuamy, obewjaouuMU pasnuyHble
OOHyCbl, BbLIUIPLIWK, NbIOTbI, CKWAKK, OecnnatHblie ycnyrn, HE
MEPE3BAHUBAUTE Ha He3HaKoMble Homepa, HE COOBLLAWUTE
MOCTOPOHHWUM CBOW NepcoHarnbHbIe AaHHbIe

BHuMaTenbHo yuTaitte YCIIOBUA NOJIb3OBATENBCKUX COrMALIEHUN
NPUNOXEHUN U OHNaH-CePBUCOB

3ANPELLAWTE AOCTYM MoBMNLHBIX NPUNOXEHUIA K MHopMaLmn,
XpaHswencs B Bawem Tenedore

1

HE YCTAHABIUBAWUTE Ha MOGMNbHLIN TenedoH NPUNOXKEHNs U3
HEeN3BECTHbIX UICTOYHMKOB

YcraHosute HACTPOUKU MPUBATHOCTW ans cBoero npoduns
B COLMaNbLHON CeTU

HE OTKPLIBAWTE B TenedoHe 1 B 3NeKTPOHHOI NOYTE COMHUTENbHBIE,
a TaKXe paHee He UCMONb30BaHHble BaMu ccbinku U3 coobLeHNiA

ByabTe 6aUTENbLHBLI NPU UCNONB3OBAHUK CPEACTB CBA3U
u cetu UHTepHer!

Ecnu y Bac ectb noao3peHusn, Yto Bbl CTanm KepTBOA MOLUEHHUKOB,
He3amegauTenbHo obpaTtuteck B noauumio no tenepoHam 102 unm 112

Mpokypatypa MypmaHcKoi obnactu YnpasneHue PockomHagzopa no MypmaHcKoit obnactu



